
Cyber isn’t the only tech vulnerability you face 
 
Technology gaps in apartment building and condominium security programs can be caused 
by obsolescence, by a poor fit, or by faulty implementation. Often a property manager or 
residential complex owner doesn’t know about a gap until a breach alerts them. 
 

 

How can you maximize the payoff of security technology at your commercial residential buildings? 
  
The first step is to conduct a thorough assessment of your facility and your current security 
procedures, technology, and services to see where you might have vulnerabilities. Some weaknesses 
could be as simple as relying on residents to follow security protocols (not propping open doors, not 
buzzing in strangers, etc.), while others could be more complex or hidden, such as having hackable 
wireless monitoring systems. 
  
Say you do find fairly simple vulnerabilities—let’s use the door propping example. Is there a 
technology that can overcome them? For example, is there an alarm that can be installed to go off 
when a door is propped open for an extended period—one that can be overridden by property 
management staff for particular instances, such as furniture moving or a fire alarm? 
  
Keep in mind that some technology solutions bring their own hazards with them. If you, for example, 
are thinking of upgrading a closed-circuit TV monitoring system to include remote monitoring or 
wireless technology, you could open your building up to hackers who break into your system and view 
all that you view. That’s valuable footage to criminals. The same is true for online payment 
transmissions as well as digital storage and archiving of personally identifiable information on 
residents and other records: if your cyber security is not high in quality, you are probably susceptible 
to a breach. 
  
Technology can also play an important role in checking tenant-applicant and employee-candidate 
backgrounds. Used improperly, however, it can open a property management company up to 
accusations of discrimination and invasion of privacy, so establish and follow best practices to avoid 
expensive liability claims and to protect your reputation. 
  
Integrating technology into your greater security strategy is key to getting the best return on your 
investment. While commercial tech solutions abound, not every out-of-the-box product or service will 
fit neatly into your security program. Your best bet is to create a tailored package that is designed for 
your company’s needs at each location where you operate properties. Often this requires a security 
professional to advise you on an overall combination of products and services that stay under your 
cost threshold while providing the greatest protection in your highest-priority areas. 
  
No matter what technology solutions you employ, remember that personnel represent your weakest 
link. Customer surveys cited by FM Link indicate that practical, hands-on drills and other testing are 
crucial elements in the success of security strategy implementation. Guides and manuals are of little 
value without intensive training, FM Link says. Your physical security team may be your anchor, but 
they must be trained on and rewarded for forging and maintaining a holistic security program that 
includes all technology aspects. 
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